|PAM

UNIX LDAP LDAP
PA
M LDAP PAM LDAP LDAP
DN LDAP DN

LDAP LDAP
LDAP
1D LDAP
- LDAP LDAP
1D
1D LDAP 1D
LDAP
LDAP /etc/passwd /etc/group
- /etc/shadow LDAP
LDAP
RedHat Fedora PAM LDAP

/etc/nsswitch.conf

/etc/pam.d/system-auth

PAM
/etc/1dap.conf
PAM  LDAP
/etc/passwd
1D
/etc/group
1D
fram LDAP
PAM LDAP /etc/nsswitch.conf /etc/pam.d/system-auth Fedore /usr/bin/
authconfig-gtk /etc/nsswitch.conf /etc/pam.d
authconfig-gtk
e Fedora core2
[ ] LDAP TLS 10.249.98.180 Idap0.kogaku . kyot
0-u.ac.jp DN ou=people,o=kogaku,dc=kyoto-u,dc=ac,dc=jp
[ ] MD5 LDAP LDAP
[ ] 0K
e Fedora core3
[ ] LDAP MD5 LDAP
TLS Idap.kogaku._kyoto-u.ac.jp DN ou=people,o=kogaku,dc=kyot

0-u,dc=ac,dc=jp OK



/etc/nsswitch.conf

/etc/nsswitch.conf

passwd: files — passwd= files=/etc/passwd
shadow: files ldap - shadow= files=/etc/shadow ldap
group: files -~ group= files=/etc/group
/etc/passwd Idap
/etc/passwd
/etc/shadow 0K Idap 0K

/etc/pam.d/system-auth

#%PAM-1.0
# This file is auto-generated.
# User changes will be destroyed the next time authconfig is run.

auth required /1ib/security/$1SA/pam_env.so

auth sufficient /lib/security/$1SA/pam_unix.so likeauth nullok
auth sufficient /lib/security/$1SA/pam_ldap.so use_first_pass
+1dap

auth required /lib/security/$1SA/pam_deny.so

account required /lib/security/$1SA/pam_unix.so

account [default=bad success=ok user_unknown=ignore service_err=ignore system_err=ignore] /lib/security/$1SA/pam_ldap.so

password required /lib/security/$1SA/pam_cracklib.so retry=3 type=

password sufficient /lib/security/$1SA/pam_unix.so nullok use_authtok md5 shadow

password sufficient /lib/security/$1SA/pam_ldap.so use_authtok

password required /lib/security/$1SA/pam_deny.sosession required /lib/security/$1SA/pam_limits.so

session required /lib/security/$1SA/pam_unix.so
session optional /lib/security/$1SA/pam_Ildap.so

/etc/ldap.conf

host 10.249.98.180 -~ LDAP

base ou=people,o=kogaku,dc=kyoto-u,dc=ac,dc=jp — DN
binddn cn=polaris,ou=users,o=kogaku,dc=kyoto-u,dc=ac,dc=jp

1 LDAP DN

bindpw secret

1 DN

port 636 — LDAP Idaps

ssl yes

pam_password md5

Idap.conf bindpw others read
o rw-r----- 1 root root 6830 1 11 16:55 ldap.conf
Fedora core3 Idap Idaps
/etc/openldap/ldap.conf
TLS_REQCERT never
1D /etc/passwd /etc/group
Idap /etc/shadow
LDAP NetlID uid NetID
1wg9999 NetlID
/etc/passwd
1wg9999: x:509:509: : Zhome/ Iwq9999: /bin/bash
/etc/group
Iwg9999:x:509:
drwx------ 3 Iwg9999 Iwg9999 4096 11 2 16:04 /home/lIwq9999/
LDAP /etc/passwd LDAP
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