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[root@ldapl root]# cd /usr/share/ssl/misc

[root@ldapl misc]# ./CA -newca

CA certificate filename (or enter to create)-Enter create
Making CA certificate ...

Generating a 1024 bit RSA private key

...... ++++++

e

writing new private key to "./demoCA/private/./cakey.pem*

Enter PEM pass phrase:—

Verifying - Enter PEM pass phrase:—

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter *.", the field will be left blank.

Country Name (2 letter code) [GB]:JP-— CA

State or Province Name (full name) [Berkshire]:Kyoto

Locality Name (eg, city) [Newbury]:Kyoto-shi

Organization Name (eg, company) [My Company Ltd]:Kyoto University
Organizational Unit Name (eg, section) []:Faculty of Engineering

Common Name (eg, your name or your server®s hostname) []:ldapl

Email Address []:

[root@ldapl misc]#

/usr/share/ssl/misc/demoCA/cacert.pen CA
/usr/share/ssl/misc/private/cakey.pen CA

[root@ldapl misc]# cd demoCA/

[root@ldapl demoCA]# Is

cacert.pem certs crl index.txt newcerts private serial

[root@ldapl demoCA]# In -s cacert.pem ~openssl x509 -noout -hash < cacert.pem™.0
[root@ldapl demoCA]# 11

24
I rwxrwxrwx 1 root root 10 7 16 13:35 88f1338h.0 -> cacert.pem
-rw-r--r-- 1 root root 1038 7 16 11:46 cacert.pem
drwxr-xr-x 2 root root 4096 7 16 11:32 certs
drwxr-xr-x 2 root root 4096 7 16 11:32 crl
-rw-r--r-- 1 root root 0 7 16 11:32 index.txt
drwxr-xr-x 2 root root 4096 7 16 11:32 newcerts
drwxr-xr-x 2 root root 4096 7 16 11:32 private
-rw-r--r-- 1 root root 3 7 16 11:32 serial

[root@ldapl demoCA]#

CA

fLoAarP
LDAP

[root@ldapl demoCA]# cd /usr/local/etc
[root@ldapl etc]# mkdir -p openldap/private
[root@ldapl etc]# 11
4
drwxr-xr-x 3 root root 4096 7 16 13:43 openldap



[root@ldapl etc]#

openssl CSR Certificate Signing Request

[root@ldapl etc]# cd openldap/

[root@ldapl openldap]# openssl req -new -nodes -keyout private/ldapsvkey.pem -out ldapsvreq.pem
Generating a 1024 bit RSA private key

4+t

+HHt

ting new private key to "private/ldapsvkey.pem*

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there wi be a default value,

If you enter ".", the field will be left blank.

Country Name (2 letter code) [GB]:JP

State or Province Name (full name) [Berkshire]:Kyoto

Locality Name (eg, city) [Newbury]:Kyoto-shi

Organization Name (eg, company) [My Company Ltd]:Kyoto University
Organizational Unit Name (eg, section) []:Faculty of Engineering

Common Name (eg, your name or your server®s hostname) []:ldapl

Email Address []:

Please enter the following "extra® attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

/usr/local/etc/openldap/ldapsvreq.pem
/usr/local/etc/openldap/private/ldapsvkey.pem LDAP

private

[root@ldapl openldap]# chmod 750 private
[root@ldapl openldap]# chown .ldap private
[root@ldapl openldap]# Is -ld private

drwxr-x--- 2 root ldap 4096 9 8 15:59 private

CA

lcsr
CA CSR LDAP

[root@ldapl openldap]# cd /usr/share/ssl/misc
[root@ldapl misc]# openssl ca -out /usr/local/etc/openldap/ldapsvcert.pem -infiles /usr/local/etc/openldap/ldapsvreq.pem
Using configuration from /usr/share/ssl/openssl.cnf
Enter pass phrase for ./demoCA/private/cakey.pem:.-CA
CA
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number: 1 (0x1)
validity
Not Before: Jul 16 04:56:21 2004 GMT
Not After : Jul 16 04:56:21 2005 GMT

Subject:
countryName = JP
stateOrProvinceName = Kyoto
organizationName = Kyoto University
organizationalUnitName = Faculty of Engineering
commonName = ldapl

X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
Netscape Comment:
OpenSSL Generated Certificate
X509v3 Subject Key lIdentifier:
47:63:77:75:AD:F1:E5:65:1A:CC:88:3A:DE:68:48:8B:B7:1A:AA:23
X509v3 Authority Key ldentifier:
keyid:33:4F:BC:8A:8D:D0:55:7B:3F:99:58:E2:15:A8:7E:70:FC:72:69:80
DirName:/C=JP/ST=Kyoto/L=Newbury/0=KYOTO-UNIV/CN=I1dapl
serial :00
Certificate is to be certified until Jul 16 04:56:21 2005 GMT (365 days)
Sign the certificate? [y/n]:y- y
1 out of 1 certificate requests certified, commit? [y/n]y- y
Write out database with 1 new entries




Data Base Updated
[root@ldapl misc]# cp -p demoCA/cacert.pem /usr/local/etc/openldap/ -CA LDAP
[root@ldapl misc]#

/usr/local/etc/openldap/ldapsvcert.pem LDAP

| [EoYN
LDAP /etc/openldap/slapd.conf )

TLSCertificateFile /usr/local/etc/openldap/ldapsvcert.pem

1LDAP

TLSCertificateKeyFile /Zusr/local/etc/openldap/private/ldapsvkey.pem

1LDAP

TLSCACertificateFile /usr/local/etc/openldap/cacert.pem

1CA
LDAP (slapd)
Fedora
/shin/service ldap start

Idap:// 389 Idaps:// 636

slapd.conf grep TLS Idaps
slapd -h Idaps
/etc/rc.d/init.d/ldap /shin/service

daemon ${slapd} -u Idap -h ""ldap:/// ldaps:///"" $OPTIONS $SLAPD_OPTIONS

daemon ${slapd} -u ldap -h ""ldaps:///"" $OPTIONS $SLAPD_OPTIONS
/shin/service ldap start

Idaps LISTEN

[root@ldapl init.d]# /sbin/service ldap start

slapd B [ oK ]

[root@ldapl init.d]# netstat -a | grep ldap

tcp 0 0 *:ldaps el LISTEN

Idaps LISTEN Idapadd
Idap stunnel
lLDAP Browser/Editor
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LDAP Browser
Java SSL SSL
e Java
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