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[root@web test]# cat /home/apache/html/test/_htaccess
AuthName Internal — IE
AuthType Basic — BASIC
AuthzLDAPEngine on — LDAP
AuthzLDAPServer *localhost:8636" — LDAP
localhost 8636 Idap

stunnel Idap://localhost:8636
Idaps://(ldap ):636 Idap Idaps
AuthzLDAPBiIndDN cn=webl,ou=users,o=kogaku,dc=kyoto-u,dc=ac,dc=jp — DN
AuthzLDAPBindPassword secret — DN
AuthzLDAPUserKey uid —
AuthzLDAPUserBase ou=people,o=kogaku,dc=kyoto-u,dc=ac,dc=jp — DN
AuthzLDAPGroupBase ou=groups,o=kogaku,dc=kyoto-u,dc=ac,dc=jp — DN

AuthzLDAPGroupKey cn —
AuthzLDAPMemberKey uniqueMember —

RedHat
Idap
stunnel
stunnel

uid

0K
Idap

RedHatES3

require group webl — webl
-htaccess httpd.conf <Directory> <Location>
1.web
2.
3.

4_web (mod_authz_ldap) localhost 8636 Idap



5_.BindDN BindPassword DN Idap

6.GroupBase GroupKey require group webl Idap cn=webl,ou=groups,o=kogaku,dc=kyoto-u,dc=
ac,dc=jp

7 .MemberKey uniqueMember DN

8. DN uid= , UserBase DN userPassword

ou=people
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[root@web test2]# cat /home/apache/html/test2/_htaccess
AuthName Internal
AuthType Basic
AuthzLDAPENngine on
AuthzLDAPServer *localhost:8636"
bind
AuthzLDAPUserKey cn
AuthzLDAPUserBase ou=people,o=kogaku,dc=kyoto-u,dc=ac,dc=jp
require filter (eduPersonOrgunitDN=ou=10000,ou=0organization,o=kogaku,\
dc=kyoto-u,dc=ac,dc=jp)
1 Idap
eduPersonOrgunitDN

require valid-user
1
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AuthName Internal
AuthType Basic
AuthLDAPBiIndDN "cn=test,ou=users,o=kogaku,dc=kyoto-u,dc=ac,dc=jp"
+bind
AuthLDAPBindPassword "'secret’
AuthLDAPURL "ldap://localhost:8636/ou=people,o=kogaku,dc=kyoto-u,dc=ac,dc=jp?uid?sub?(objectClass=*)"
1 uid sub
require valid-user
Istunnel
mod_authz_ldap mod_auth_ldap Idaps Idap Idaps Idap://localh
ost:8636 Idap stunnel Idaps://localhost:636

stunnel

/etc/stunnel/stunnel .conf

# Comment it out on Win32

cert = /etc/stunnel/stunnel .pem

#chroot = /usr/var/run/stunnel/

# PID is created inside chroot jailpid = /var/run/stunnel._pid
#setuid = nobody

#setgid = nobody

# Workaround for Eudora bug
#options = DONT_INSERT_EMPTY_FRAGMENTS

# Authentication stuff
#verify = 2




# don®"t forget about c_rehash CApath
# 1t is located inside chroot jail:
#CApath = /certs

# or simply use CAfile instead:
#CAfile = /usr/etc/stunnel/certs._pem

# Some debugging stuff
debug = 7
#output = stunnel.log

# Use 1t for client mode
client = yes

#foreground = yes
# Service-level configuration

#[pop3s]
#accept = 995
#connect = 110

#[imaps]
#accept = 993
#connect = 143

#[ssmtp]
#accept = 465
#connect = 25

[Idaps]
accept = 8636
connect = localhost:636

#[s1]

#accept = 5000

#connect = mail.osw.pl:110
# delay = yes

#[s2]
#accept = 5001
#connect = mail.osw.pl:25

#[https]

#accept = 443
#connect = 80
#TIMEOUTclose = 0O

stunnel .conf stunnel .pem

[root@web stunnel]# cd /usr/share/ssl/certs
[root@web certs]# make stunnel.pem

umask 77 ; \

PEM1="/bin/mktemp /tmp/openssl_XXXXXX~ ; \
PEM2="/bin/mktemp /tmp/openssl_XXXXXX~ ; \
/usr/bin/openssl req -newkey rsa:1024 -keyout $PEM1 -nodes -x509 -days 365 -out $PEM2 ; \
cat $PEM1 > stunnel.pem ; \

echo "' >> stunnel.pem ; \

cat $PEM2 >> stunnel.pem ; \

rm -f $PEM1 $PEM2

Generating a 1024 bit RSA private key
+HHH+

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "_.", the field will be left blank.

Country Name (2 letter code) [GB]:JP

State or Province Name (full name) [Berkshire]:Kyoto

Locality Name (eg, city) [Newbury]:Kyoto-shi

Organization Name (eg, company) [My Company Ltd]:Kyoto University
Organizational Unit Name (eg, section) []:Faculty of Engineering

Common Name (eg, your name or your server®s hostname) []:web-—

Email Address []:




[root@web certs]# Is
Makefile ca-bundle.crt dovecot.pem make-dummy-cert stunnel.pem

stunnel .pem /etc/stunnel/stunnel _pem

stunnel

/usr/sbin/stunnel /etc/stunnel/stunnel.conf

mod_authz_ldap Idaps stunnel .conf
foreground = yes

stunnel
/etc/rc.d/init.d/stuunel

#1/bin/bash
/etc/rc.d/init.d/stunnel
Starts the stunnel

chkconfig: 345 95 5

description: The stunnel program is designed to work as SSL encryption wrapper
between remote clients and local (inetd-startable) or remote servers.
The concept is that having non-SSL aware daemons running on your system
you can easily set them up to communicate with clients over secure SSL

# channels.

# processname: stunnel

STUNNEL_OPTIONS=""/etc/stunnel/stunnel .conf"

# Source function library.

. /etc/init.d/functions

test -x /usr/sbin/stunnel || exit O

RETVAL=0

#

# See how we were called.

#prog=""'stunnel"

start() {

# Check if stunnel is already running

if [ ! -f /var/lock/subsys/stunnel ]; then
echo -n $"Starting $prog: "
daemon /Zusr/sbin/stunnel $STUNNEL_OPTIONS
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RETVAL=$?
[ $RETVAL -eq O ] && touch /var/lock/subsys/stunnel
echo
else
echo -n $"$prog: already running"
fi return $RETVAL
¥
stop() {
echo -n $"Stopping $prog: "
killproc Zusr/sbin/stunnel
RETVAL=$?
[ $RETVAL -eq O ] && rm -f /var/lock/subsys/stunnel
echo
return $RETVAL
¥
restart() {
stop
start
¥
reload(Q {
restart
¥

status_at() {
status /usr/sbin/stunnel

¥
case "$1" in
start)

start
stop)

stop
reload|restart)
restart




condrestart)
if [ -f /var/lock/subsys/stunnel ]; then
restart
fi
status)
status_at
5 s
echo $"Usage: $0 {start]stop]|restart|condrestart|status}"
exit 1
esac
exit $?
exit $RETVAL

stunnel chkconfig

[root@jimsv5 init.d]# /sbin/chkconfig --add stunnel

[root@jimsv5 init.d]# /sbin/chkconfig --level 4 stunnel off
[root@jimsv5 init.d]# /sbin/chkconfig --list | grep stunnel
stunnel 0: 1: 2: 3: 4: 5: 6:

/usr/sbin/ntsysv




